
Is Your Practice Protected Against Bad Behavior  
By Employees?
By Joseph W. Gallagher, JD, LLM

As a practicing oral and 
maxillofacial surgeon you 
recognize that you and your 

staff are a source of tremendous skill, 
energy and capacity, delivering the 
best care to your patients. However, 
employees occasionally act badly, even 
illegally, or make errors in judgment 
or conduct that can be perceived as 
insensitive, offensive or oppressive by 
fellow employees. Improper behavior, 
mistakes in judgment and even the 
perception of being wronged can 
become legal nightmares. Human 
resource consultants and employment 
lawyers consistently advise their clients 
to be proactive when it comes to 
risk management. Risk management 
principles tell us that you must have 
sound policies in place to preempt, or 
at least minimize, exposure resulting 
from the bad actions of an individual 
employee.

In today’s environment, two exposure 
areas come immediately to mind: (1) 
harassment and (2) activities utilizing 
electronic communications such as 
e-mail or social media. This article 
examines these topics and presents 
some guidelines for disarming 
behavioral time bombs that can turn 
into lawsuits.

HaraSSmENT

You may wonder why in the world 
you should be worried if a “bad apple” 
shoots off a derogatory comment in the 
break room or quiets a staff meeting 
with a raunchy joke. There are a 
couple of reasons. First, your practice 
is a “deep pocket” and people will sue 
at the drop of hat these days. That’s an 
unfortunate reality, especially given 
that the practice may have little control 
over the alleged offensive occurrence. 
Second, there’s the legal doctrine 
known as “respondeat superior,” which 
is Latin for “let the master answer.” 
Essentially, it means that an employer 
may be held liable for an act of the 
employee that is committed within the 
“scope of employment.” Over the years 
courts have allowed a liberal view of 
“scope of employment.” For example, 
even if an employee disobeys the 
employer’s explicit instructions and, 
as a result causes injury, as long as the 
injury occurred while the employee 
was working, the employer may be 
found liable.

Workplace harassment is any 
unwelcome or unwanted conduct that 
is based on race, color, sex, religion, 
national origin, disability and/or 
age. To be unlawful, the conduct 
must create an intimidating, hostile 
or offensive work environment to 
a reasonable person and where the 
offensive conduct becomes a condition 
of continued employment. This means 
an employee has no other alternative 

but to come to work each day and be 
subjected to the offensive conduct.

So really, what is harassment? There 
are three parts to the definition. First, 
the conduct must be unwelcome or 
unwanted. A person who is offended 
at work (the victim) need not verbally 
tell the offending employee (the 
offender) that the offender’s conduct 
is unwarranted or unwelcome. Some 
people, when offended, do not say 
anything for a variety of reasons. They 
may be afraid to instigate further 
harassing conduct. They may be too 
upset to say anything to the offender, 
although they are likely to tell 
someone else.

Next the definition of harassment 
addresses conduct. It is very important 
to remember that offensive conduct 
need not be physical. It can be 
verbal or visual. For example, name 
calling or offensive jokes may give 
rise to harassment in the workplace. 
Offensive cartoons from the paper 
hung up on a co-worker’s desk or a 
racial slur or a sexually explicit scene 
on an employee’s screen saver may be 
harassment to a fellow employee who 
observes it. Obviously, unwanted or 
inappropriate touching may be sexual 
harassment.
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Last, the definition of harassment 
states the conduct must be “based 
on race, color, sex, religion, 
national origin, disability, and/
or age.” That foundation lies in 
Title VII of the Civil Rights Act. 
This is why teasing someone 
for pink hair is not harassment. 
It is not harassment because 
it is not a basis on which you 
can claim discrimination; pink 
hair is not a “protected class” 
of persons, unlike race, color, 
sex, etc. Unlawful harassment 
is a form of discrimination that 
violates state and federal law. Be 
aware that some states extend the 
definition of a protected class to 
include many other areas such 
as sexual orientation, marital 
status, ancestry, citizenship and 
pregnancy.

Harassment	Policy

If a harassment lawsuit is 
pursued, the employer can raise 
a valid defense to liability by 
demonstrating that it had an 
effective anti-harassment policy 
in place and took care to prevent 
and correct any such behavior 
and that the employee failed to 
take advantage of the employer’s 
preventive or corrective 
opportunities. Your practice has a 
harassment policy in its employee 
manual, so it is protected as an 
employer, right? Unfortunately, 
this is not necessarily true. 
Simply having a policy does not 
absolve the practice of liability if 
harassment occurs at the office.

So, dust off your practice’s employee 
manual, review the harassment policy, 
and redistribute it to the staff. Have each 
existing employee and new hire sign a 
statement acknowledging the employee 
has received and reviewed the manual 
and completed training on the subject. 
Yes, training. Provide training to your 
staff. This training is an opportunity to 
educate your staff on what is and what is 
not harassment and to counsel your staff 
about the complaint process an employee 
should use when he or she believes 
harassment has occurred. 

Be particularly sure that these rules are 
understood and followed by supervisory 
staff and managers (anyone with 
supervisory authority in the practice at 
any level). Employers will undoubtedly 
be held liable for the harassing actions of 
their supervisors if the conduct resulted 
in a “tangible employment action.” For 
example, if a supervisor told an employee 
that the employee would be fired unless 
she tolerated the clearly inappropriate 
behavior, she protested and was then 
fired, the employer is liable. Why would 
the employer be liable if the employer 
had no knowledge of the supervisor’s 
conduct? Because the supervisor, acting 
as an agent of the employer, conditioned 
the employee’s employment on going 
along with the harassment and then fired 
her when she declined. This is called 
“quid pro quo” and will always result 
in employer liability, even though the 
employer may have been unaware.

If the harassment did not result in 
a tangible employment action, the 
employer may not be liable. Keep in 
mind that a tangible employment action 
is not just termination. It may 

be demotion, failure to promote, or 
relocation to an undesirable work 
location. To escape or minimize liability 
the employer must prove the following: 
(1) the employer exercised reasonable 
care to prevent and promptly correct any 
harassment (again, we recommended 
dusting off the harassment policy and 
training your employees); and (2) 
the employee unreasonably failed to 
complain to management or to otherwise 
avoid harm. So clearly describe your 
policy and training and the complaint 
process for any person who believes he or 
she is a victim of harassment, train and 
inform employees to use the process. If 
that is done, the employer can raise this 
as a defense to liability.

Be aware that harassment can occur 
between non-supervisory employees, not 
just between employees and supervisors. 
Also, the victim can be anyone affected 
by the conduct, not just the person 
to whom the conduct is directed. For 
example, there could be two employees 
telling each other off-color jokes. 
Neither is offended. However, another 
co-worker overhears the jokes and is 
offended. This may be considered a 
hostile work environment. 

Train your supervisors how to react to 
complaints, how to conduct a proper 
investigation, how to document the steps 
taken, and the appropriate disciplinary 
process in the event harassment is 
substantiated. In educating and training 
your supervisory personnel, there are 
certain attributes and skills you want 
them to develop and exercise in day-to-
day functions around the office.  
These are:

•	 Never tolerate workplace 
wrongdoing; 

•	 Become more diligent observers; 
and 

•	 Encourage communication, listening 
and empathy.

“Simply having a policy does not 
absolve the practice of liability if 
harassment occurs at the office.”
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Practice-related	Use	of	E-Mail	
and	Social	Media

This is an evolving area of employment 
and privacy law, so it’s important 
to know what is currently allowed. 
Check with your legal advisor about 
the specifics of your own practice 
situation and the particular laws of 
your own state.

The practice may monitor employee 
work-related e-mails on work devices, 
and it is often in the practice’s best 
interest to do so. You need to be aware 
of what is happening in the workplace, 
and monitoring work e-mail is one of 
the best ways to find out. However, 
the rules are not entirely clear when 
it comes to monitoring the personal 
e-mail of employees that are accessed 
on work devices. The answer turns on 
whether the employee had a reasonable 
expectation of privacy in the personal 
account when it was accessed at work.

Second, the practice may monitor its 
employees’ social media use as long as 
it does not violate any laws or other 
applicable rules. Thus, activity that an 
employee has chosen to make public 
can be viewed, but employers may not 
pressure an employee for a password 
to his or her social media account, or 
create a fake account in order to gain 
access, etc.

The	Practice	May	Be	Exposed

With both e-mail usage and the 
explosion of social media use, you 
need to evaluate your existing 
procedures to minimize the potential 
for legal liability. Just as a supervisor’s 
sexual advance toward a subordinate 
can result in liability, so too can an 
employee’s use of social media expose 
your practice both inside and outside your 
workplace. Examples of social media 
applications are LinkedIn, Facebook, 
Wikipedia, YouTube, Twitter, Yelp, 
Flickr, etc.—the list is ever-expanding. 
Employees using social media can 
defame your practice or your practice’s 
competitors. They can disclose 
protected health information in 
violation of HIPAA or they can greatly 
increase the practice’s exposure to 
discrimination or harassment charges 
and lawsuits. 

Employees	Can	Discuss	Wages,	
Benefits	and	Working	Conditions

At the same time, be aware that 
freedom to engage in online social 
media activity is recognized by the 
National Labor Relations Board 
(NLRB). If, for example, one of your 
employees is upset with his or her 
compensation and decides to post a 
complaint on a social network site, the 
posted statements may be protected 
by the National Labor Relations Act 
(NLRA) and firing or disciplining 
employees based on such posts may 
be an unfair labor practice. Recently, 
the NLRB decided that the NLRA 
protects the right of employees to post 
statements on social media sites about 
wages, benefits or working conditions 
in collective undertaking. The NLRB 
cites this excerpt of section 7 from the 
NLRA: “Employees shall have the 
right to …engage in other concerted 
activities for the purpose of collective 
bargaining or other mutual aid or 
protection....” 

Have	a	Written	Policy

As discussed with the harassment topic, 
the most effective tool for employers 
to defend against liability is to adopt 
a written policy covering e-mail 
usage and limiting what employees 

can post about the practice on social 
networking sites. The policy must 
make it clear that employees should 
have no reasonable expectation of 
privacy on the practice’s computers, 
e-mail systems and Internet 
connections, and that information 
exchanged on social networking sites 
may be accessed by the practice. It 
should include a statement that in 
their social networking activities, no 
employee should post any comment or 
information on behalf of the practice 
without authorization; similarly, there 
should be no disclosure of confidential 
or proprietary information of any kind 
(including information about patients) 
without the written consent of the 
practice. Explain to your employees 
that online communications (even 
outside the workplace) that pertain 
to coworkers and the practice must 
be appropriate, should not damage 
the practice’s reputation or business 
interests or expose the practice to a 
potential liability. Some businesses 
have also taken to developing a written 
“social media contract” stating that 
violation is grounds for disciplinary 
action or termination. The policy 
should cover everything relating to 
practice computer use, practice-

“The practice may monitor 
employee work-related e-mails 
on work devices, and it is often 
in the practice’s best interest to 
do so.”

“The most effective tool for 
employers to defend against 
liability is to adopt a written 
policy covering e-mail usage 
and limiting what employees 
can post about the practice on 
social networking sites.”



provided cell phone use, and the 
use of practice logos, trademarks or 
other intellectual property. Here are 
additional guidelines on some of the 
types of activity or content your policy 
should restrict or prohibit: 

•	 Using practice confidential or 
proprietary information without 
authorization.

•	 Making derogatory, 
discriminatory or sexually-
related comments towards other 
employees, toward patients, or 
toward anyone else associated with 
the practice.

•	 Describing or endorsing practice 
services, equipment, devices, etc. 
without the practice’s consent and 
a disclosure of the employment 
relationship.

•	 Engaging in illegal activities using 
practice computers, software, etc.

•	 Accessing personal or 
inappropriate Web sites while at 
work.

•	 Posting copyrighted information 
on the practice’s Web site.

•	 Posting a recommendation or 
informal review of a subordinate.

Summary

Do not wait until an employee 
complains of harassing conduct or one 
of your staff members decides to post 
untrue information about the practice 
on a Twitter feed to set a policy and 
procedure in place for such activities 
in the practice. These are very 
serious situations, with a potentially 
large price tag for liability. If you do 
not have a harassment policy or an 
electronic communications policy in 
place, or if it has been awhile since you 
have looked at yours, seek help from 
experienced legal advisors to assist you 
with drafting or revising. T
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