
November/December 2005 1

HIPAA Security Compliance:
A Cornerstone in the E-Health Superstructure
by John C. Parmigiani

From the outset, the Federal Government’s major intent
for the Administrative Simplification portion (Title II,
Subtitle F) of the Health Insurance Portability and
Accountability Act (HIPAA) was to improve the
management and delivery of health care through more
efficient and effective utilization of standardized
nomenclature, processes, content, and format in an
environment of economical and secure creation,
transmission, and retrieval of electronic healthcare data.
Compliance with the initial requirements of HIPAA
Administrative Simplification for transactions, code sets,
and identifiers; privacy; and security were intended to set
the stage for the advent of fully electronic healthcare
records; patient safety initiatives; enhanced clinical
decision support; and improved medical research, clinical
trials, and outcomes analyses. Full implementation of
these standardized approaches was also to yield
substantial, measurable return on investment from
electronic commerce applications to health care delivery
and management. Recent pronouncements and the latest
standards-based, Federally-led initiatives fueled by the
Medicare Modernization Act, the National Health
Information Infrastructure, e-prescribing, and other
public health innovations are all dependent on an
accelerated adoption of information technology in the
healthcare sector, which is inextricably linked to
standardization concepts and strategies embedded in
HIPAA. At the foundation of this evolving and emerging
e-health superstructure is an essential cornerstone—
HIPAA Security Standards. The HIPAA Security
Standards require healthcare providers, health plans, and
clearinghouses that process electronic protected health
information to have reasonable and appropriate
administrative, physical, and technical safeguards to
ensure the confidentiality, integrity, and availability of
this information. 

HIPAA Administrative Simplification focuses on reducing
the administrative and financial costs of health care by
fostering the use of electronic commerce. With the
nation’s heightened awareness of collection, warehousing,
and manipulation of individually identifiable healthcare
information, the concern over patient privacy and
security is at its zenith. In fact, the use of electronic
media and the standardization of the data content and
format used in electronic healthcare transactions and data
capture, processing, distribution, and storage are
inextricably linked to the final HIPAA Privacy Rule and
the final HIPAA Security Rule. To realize any of the
savings projected to accrue from the standardization and
automation of the various healthcare transactions (all of
which contain confidential information relating to
individual patients), it is essential to use security
measures that ensure that only those people who are
authorized to see the data do so when they need to, and
that what they are seeing is accurate. Therefore, the
Security Regulations are an integral part of the HIPAA
Administration Simplification mosaic.

The Security Regulations require: 
1. the assignment of responsibility for the security of

health information; 
2. the provision of reasonable and appropriate safeguards

to:
a. ensure the integrity, confidentiality, and availability

of all protected health information that is created,
received, maintained or transmitted in electronic
form by a covered entity;

b. protect against reasonable anticipated threats or
hazards to the security or integrity of this
information;

c. protect against reasonably anticipated unauthorized
uses or disclosures of this information by the
practice; and 

d. ensure compliance by the practice’s workforce.
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3. the formal assessment of risks to the confidentiality,
integrity and availability of health information by the
practice; and

4. the implementation and documentation of specific
administrative, physical, and technical safeguards for
protecting data both at rest and in transit.

The regulations further require that all personnel in the
practice be trained in security policies and procedures;
that business associates be held accountable for the same
level of protection of the health information entrusted to
them during the conduct of business on behalf of the
practice; and that the office’s policies, procedures, and
practices are in concert with the intent of the security
standards. Ultimately, when your practice undergoes a
compliance review, it must be able to pass muster against
both the standards as published and the industry
benchmarks that have evolved to further delineate their
practical implementation and measurement.

To w a rds Compliance
So, where does a practice begin to work toward
compliance? The steps a practice takes, the decisions it
makes, and the documentation that chronicles its path
towards compliance, as well as how it provides the
evidence of compliance, are all critical components of
showing “due diligence”—a practice’s strongest defense
against non-compliance. Furthermore, the behavioral or
cultural changes that must be instilled in the workforce
far outweigh the technological changes which must be
implemented and employed. In other words, if staff is not
properly trained in the use of good security measures and
practices, they will be unable to fully use the capability
that the technology affords the practice to protect its data
and, in some cases, may actually unwittingly increase
vulnerability.

Aside from the obvious steps of assigning responsibility
for reviewing security policies and procedures,
formulating and implementing new security policies,
reviewing business associate agreements and dialoguing
with vendors who supply the practice’s systems; a
practice should conduct a readiness assessment. This
assessment should include a detailed risk analysis,
addressing vulnerabilities, threats, risks, and business
impacts. Concurrently, it should also embark on a
widespread HIPAA security awareness and training
program that encompasses not only its immediate staff,
but also contractors and business partners that are
contained in its physical premises.

One of the major barriers to implementing the security
standards in health care, however, is the culture of health
care itself. An industry with an environment in which
sharing patient data is de rigeur, and with a poor history
of adopting standards; health care represents a major
challenge for instilling good security practices. Combined
with limited resources, both human and capital, for
security, a belief that risks to security are low, and a
competitive market that to-date has not viewed privacy
and security as market differentiators; the healthcare
industry, until HIPAA, has had few incentives to change
its culture.

While the typical life cycle for development and
implementation of new technology in hospital and related
healthcare systems is, at most, 18 months, the amount of
time needed to bring about cultural change in a practice,
especially in a field where daily business practices are
ingrained—can be measured in years. Bringing about the
cultural change in the practice to meet compliance
deadlines is a daunting task and can only be met by a
concerted effort of training, education and awareness that
utilizes a variety of mechanisms to deliver a series of
focused topics to everyone who, in any way, comes in
contact with patients and patient records. The content of
this knowledge transfer is both general and specific and
must be geared to the intended audience and the roles
represented in the practice. Just as e-health is quickly
becoming more commonplace, e-learning has emerged as
a viable, cost-effective way to reach various segments of
the workforce.

A Balanced Appro a c h
No longer is the delivery of good health care merely
ministering to the patients’ physical and mental needs. It
now entails the adequate protection of their medical
records. In fact, the patient expects this and is becoming
more and more demanding as we evolve into an
increasingly computerized environment in our daily lives.
The rights afforded patients under the HIPAA Privacy
Regulations have further underscored the importance of
keeping this data accurate and secure. Having sound
security policies, procedures and practices, therefore,
makes good sense for any healthcare practice. Not only is
keeping patient data private and confidential “the right
thing to do,” it is also the practice’s best line of defense
against the potential threats to that data, both natural
and man-made. Poor security practices could bring about
significant financial loss to the practice from civil
lawsuits due to the unauthorized use or misuse of patient
data; fines and possible prison time, resulting from
negligence and/or malicious intent on the part of practice
members; and, maybe even more damaging in the long-
run, the lack of community confidence and trust and the
ruining of the practice’s reputation.
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But a practice should not go broke in its attempt to
become HIPAA Security compliant. To begin with, there
is no such thing as 100% security. A practice, therefore,
should only be expected to use reasonable means in
striving to become compliant with the HIPAA Security
Standards. Whatever security measures are adopted to
protect patient data privacy and confidentiality should
never impede the delivery of health care. Available
financial resources coupled with the practice’s level of
risk aversion are the major determinants in its response
to identified vulnerabilities and resultant risks.

Good security is good business. It can reduce the
liabilities of any healthcare practice. More importantly,
good security can contribute to the improved delivery of
health care by raising the level of trust between the
patient and the provider. Better information from the
patient equips the healthcare provider with an enhanced
ability to diagnose and treat. And lastly, as healthcare
delivery evolves and becomes more dependent on having
to efficiently and effectively function in an electronic
universe, the conduct of daily business in a trusted
environment becomes a necessary component of business
survival. The healthcare industry’s implementation of the
HIPAA Security Standards, once implemented by the
healthcare industry, is a win-win situation both for health
care and the people it serves.

This is number 91 in a series of articles on practice management and marketing for oral and maxillofacial
s u rgeons developed under the auspices of the Committee on Practice Management & Professional and Allied
S t a ff (Brent T. Garrison, Chair, Robert W. Emery, Jerry L. Halpern, Rickey L. Hurst, Keith E. Kru e g e r, Donald P.
Lewis, Jr. , Robert T. Watts, Jr. , Robert L. Coles, Consultant) and AAOMS staff. Complete sets of pre v i o u s l y
published Practice Management Notes a re available online at a a o m s . o rg.

All articles in Practice Management Notes are published only with the consent of the authors, who have
expressly warranted that their works are original and do not violate copyright or trademark laws. AAOMS is
not responsible for any violations of copyright/trademark law on the part of these authors.
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If you missed the Virtual Seminar on HIPAA Security
Compliance presented by John Parmigiani earlier this
year, audio CDs are now available for purchase by
visiting www.krm.com/aaoms or calling 800/775-7654
(Order Code: AOM-10246).
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AAOMS Virtual Seminars
Did you miss one of these Virtual Seminars?

Audio CDs are Now Available for the Following Programs:

OMS Buy-Ins and Pay-Outs: Structuring the Right Deal for You
Order Code: - AOM-10850

Originally presented on November 9, 2005
Sandra E.D. McGraw, JD, MBA

This seminar will provide an overview of what it means to make your associate your partner, and the obligations
that you have to each other. Valuing the hard assets, accounts receivable, good will and structuring the buy-in
and pay-out, alternatives and options that should be considered will be discussed. Concrete examples are used, as
they pertain to OMS practices.

Rebirth of the Referral Network
Order Code: AOM-10671

Originally presented on July 13, 2005
Scott McDonald

This program will teach OMSs and their staff how to prioritize referral sources, identify new referrals, and patch-
up lost relationships. Especially useful for new associates, newly re-located practices and others hoping to grow
their practices quickly. Build your practice through internal marketing outside the office, create a referral network
plan with staff, and employ specific dialogues to persuade potential referrals.

Use of Formal Pay Scales in the OMS Practice
Order Code: AOM-10582

originally presented on May 18, 2005
John S. Bauer, MBA, CPA and Robert G. Haney, CPA

Learn how to Hold and Mold the Right Staff! This virtual seminar will help to assure a well-operated office with a
friendly environment, low-turnover rate and higher employee satisfaction. Attract and keep your greatest asset-Your
employees, allow the practice to be accountable for a budget; create realistic employee pay expectations, and
decrease the cost of bad hiring decisions.

HIPAA Security Compliance Part-II
Order Code: AOM-10246

originally presented on February 23, 2005
John C. Parmigiani, MS, BES

This seminar will indicate what OMSs need to do in order to be compliant with the administrative, physical and
technical safeguards of the HIPAA Security Regulations. Security policies, procedures and documentation
requirements as well as specific implementation issues practical to the OMS office are highlighted.

Professional Practice Benefit Planning
Order Code: AOM-10248

originally presented on January 19, 2005
John S. Bauer, MBA, CPA and Robert G. Haney, CPA

Through this seminar, discover which benefit programs attract quality employees, how different benefit plans
affect different practice entities and how to choose and coordinate multiple health care accounts. In addition, the
benefits of the popular professional employee organization and the differences between various types of qualified
retirement plans are explained.

For more information or to purchase your CDs, please visit www.krm.com/aaoms and click on the
Recordings link or call 800/775-7654. Questions? Please contact AAOMS at 800/822-6637 or aaoms.org


