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Business associates—what has changed?

By Cindy R. Becker, Esq. and  
Sandra E. D. McGraw, Esq., MBA

On February 17, 2009, Congress enacted the American 
Recovery and Reinvestment Act of 2009 (“ARRA”) 
(Pub.L. 111-5). ARRA is based largely on proposals 
made by President Obama and was intended to provide a 
stimulus to the US economy in the wake of the economic 
downturn. Included in ARRA is the Health Information 
Technology for Economic and Clinical Health 
(“HITECH”) Act, which provided sweeping changes to 
the HIPAA Regulations, the most important of which was 
to apply the Privacy and Security provisions of HIPAA 
directly to business associates. Now, business associates 
must not only comply with the Security and Privacy 
Rules under HIPAA, but they are also subject to civil and 
criminal penalties for HIPAA violations. 

Before we delve into the specifics of the recent changes, 
now is a good time to review some of the key terms used 
in HIPAA. First, a “covered entity” is a health plan, 
health care clearinghouse, or health care provider who 
transmits any health information in electronic format in 
connection with a “covered transaction.” Most likely, 
if you bill electronically you are a covered entity. A 
“covered transaction”, in turn, is the transmission of 
information between two parties to carry out financial or 
administrative activities related to health care. This may 
include the submission of claims, enrollment, referrals, 
confirming eligibility, or the coordination of benefits. You 
should note that if you accept no insurance and bill your 
patients in full at the time of service, it is possible that you 
may not have a covered transaction. 

Generally, covered entities do not work alone. They 
require the assistance of other organizations such as 
billing companies, accountants, law firms, etc. These 
other organizations may be “business associates.” A 
“business associate” is a person or entity who, on behalf 
of a covered entity, performs or assists in the performance 
of a function or activity involving the use or disclosure of 

Protected Health Information(PHI). Business associates 
have traditionally been bound by Business Associate 
Agreements with covered entities to keep PHI secure. 
Now they are statutorily required to keep PHI secure 
and are subject to stiff penalties, including fines, and civil 
and criminal penalties, for failure to do so. Further, any 
organization that provides data transmission of protected 
PHI to a covered entity or a business associate must enter 
into a written contract with the covered entity or business 
associate and must comply with all HIPAA requirements.

Two other important terms are worth mentioning here 
because of their use and importance in HIPAA: “Breach” 
and “unsecured PHI.” A breach is the acquisition, access, 
use, or disclosure of PHI in a manner not permitted by 
HIPAA, which compromises the security or privacy of 
such information. To compromise the security or privacy 
of PHI means that the breach poses a significant risk of 
financial, reputational, or other harm to the individual.  
If a use or disclosure does not include information 
that would compromise the security or privacy of the 
information, then no breach has occurred.  Please note 
that there are three exclusions in the regulations from the 
definition of a breach. These include: (1) an unintentional 
use of PHI by a workforce member of the covered entity 
or business associate acting in good faith and within 
the scope of his or her authority, and the PHI is not 
further improperly used and disclosed; (2) an inadvertent 
disclosure of PHI by an authorized person to another 
authorized person at the same covered entity or business 
associate, and the PHI is not further improperly used and 
disclosed; and (3) a disclosure of PHI to an unauthorized 
person where there is a good faith belief that the disclosed 
PHI could not be retained.

Unsecured PHI is PHI that is not secured through the 
use of a technology standard that renders it unusable, 
unreadable, or indecipherable to unauthorized individuals 
through the use of encryption or destruction, which 
are the technologies or methodologies specified by the 
Secretary of HHS in the guidance issued under the ARRA.  
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However, there is one new change under the Privacy 
Rule with regard to privacy violations. In the past, 
covered entities were tasked with ensuring HIPAA 
compliance from those contracted business associates. 
Now, business associates are required to ensure covered 
entity compliance. So, not only are you looking over 
their shoulders, but they are looking over yours. Business 
associates are in violation of HIPAA and subject to civil 
and criminal penalties if they know of a practice, policy, 
procedure or other activity of the covered entity that 
constitutes a violation by the covered entity of a contract 
obligation and they fail to stop the violation.  

Whether you are a covered entity or business associate, 
ensure that your business associate agreements capture 
the Security Rule and Privacy Rule changes as applied 
to business associates, and any changes made applicable 
to covered entities. Many provisions, while only directly 
required of a covered entity by law, will still need to be 
included in a business associate agreement. Let us look 
now at some of those provisions.

Notification of Breach
We previously defined the terms “breach” and “unsecured 
PHI.” These terms are important as applied to the new 
notification of breach requirements outlined in HIPAA. 
Specifically, a business associate must notify the covered 
entity of its discovery of a breach without unreasonable 
delay, but no later than 60 calendar days after the 
discovery of the breach. A breach exists on the first day 
the business associate knows or would have known 
the breach occurred by exercising reasonable diligence. 
Sufficient information will need to be provided to the 
covered entity so that all affected parties may be notified.  
At a minimum, this information must include the 
identification of each individual whose unsecured PHI had 
been, or was reasonably believed by the business associate 
to have been, accessed, acquired, used, or disclosed during 
the breach.    

Disclosures
Currently, a patient can request a restriction on the use 
or disclosure of his/her PHI for treatment, payment, 
or health care operations, but a covered entity is not 
required to grant the request. Under the new law, a 
covered entity, and any subsequent business associate 
through its contract with the covered entity, must grant 
the request for the restriction if the disclosure is for 
payment or health care operations and if the PHI pertains 
to a service for which the patient paid for in full, out 
of pocket. For those OMS practices that do not accept 
insurance and require patient payment in full, this could 
affect the practice directly. Covered entities and business 
associates need not grant a request for disclosures made 
for treatment purposes.  
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If you are a covered entity then you likely have business 
associates and the HITECH revisions to HIPAA will 
impact you and how you do business. Now let us take 
a look at what has changed specifically for business 
associates as a result of the changes brought on by the 
ARRA.

Security Rule
Under the Security Rule, business associates are required 
to establish administrative, physical, and technical 
safeguards, and to develop policies and procedures for 
compliance with these safeguards. Business associates, 
like covered entities, should develop a HIPAA compliance 
program to ensure that these safeguards are being 
adequately addressed. Administrative safeguards include, 
among other things, drafting policies to address security 
incidents, violations, and disaster recovery plans. These 
safeguards focus on keeping electronic health information 
secure from system breaches. For more information, the 
administrative safeguards can be found in 45 C.F.R. § 
164.308.

Physical safeguards address the limitation of physical 
access to electronic health information. Specifically, 
policies and procedures will address workstation use 
and security; disposal of informational databases and 
computer hardware; and media controls. Last, the 
technical safeguards address the electronic information 
system access through the use of unique user 
identifications, transmission security, and audit controls. 
The physical and technical safeguards can be found in  
45 C.F.R. § 164.310, 164.312.

The good news is that most business associates will not 
be shocked by the Security Rule requirements, as most 
business associate agreements already require compliance. 
However, if your business associate has not adopted a 
formal compliance plan to comply with its now statutory 
requirements, now is the time to require them to do so.

Privacy Rule
Business associates may only use or disclose PHI if such 
use/disclosure is in compliance with each requirement of 
45 C.F.R. § 164.504(e). Generally, this provision states 
that business associate contracts must identify those 
permitted disclosures, the required uses/disclosures, or 
further disclosures of PHI by the business associate. 
Under the new HIPAA revisions, business associates 
cannot use or disclose PHI, except as permitted by law. 
The good news is that every business associate agreement 
should already outline these statutory permissible uses 
and disclosures. Simply speaking, what business associates 
once had to agree to by contract for permissible uses and 
disclosures, they now have to comply with by law.
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The “minimum necessary” rule regarding disclosures still 
applies. That is, a covered entity or business associate’s 
use or disclosure of PHI must be limited to the minimum 
amount of information necessary to accomplish the use/
disclosure. HHS is due to provide more guidance on this 
issue to assist covered entities and business associates in 
determining what constitutes “minimum necessary.” By 
way of example, if you hire a consultant to value your 
practice, and you are asked for an accounts receivable 
report, you should consider running this and sending the 
summary only, not the beginning pages which often list 
patient names, services rendered, contact information and 
balances.

Business associates and covered entities that use electronic 
health records (“EHR”) are also now required to account 
for all disclosures of PHI even if the disclosure was 
made for treatment, payment, or health care operations. 
An EHR is an “electronic record of health-related 
information on an individual that is created, gathered, 
managed, and consulted by authorized health care 
clinicians and staff.”

Other PHI Provisions
Under the new law, business associates and covered 
entities may not directly or indirectly receive 
remuneration in exchange for PHI unless the individual 
has signed an authorization that states remuneration 
will be paid. However, there are exceptions to this rule, 
which include disclosure of PHI for research, public 
health, treatment, sales and mergers, payments to business 
associates for services performed for the covered entity, 
and copying charges imposed when providing a copy of 
an individual’s PHI to the individual.  Individuals now 
have the right to obtain an electronic copy of their PHI if 
the covered entity or business associate uses an EHR.

Beware; there are now stricter prohibitions on the 
use of PHI for marketing purposes. The rule is that a 
covered entity must obtain an authorization for any use/
disclosure of PHI for marketing purposes. However, 
a business associate or covered entity could provide a 
communication that would ordinarily be considered 
marketing, if the communication described a health-
related product or service that was provided by the 
covered entity making the communication; was for 
treatment of the individual; or was for case management 

or care coordination for the individual. These activities 
were considered health care operations and no 
individual authorization was needed. Under the new 
law, communications are not health care operations if 
the business associate or covered entity receives direct or 
indirect remuneration for the communication. However, 
payment is permitted for certain communications where 
the communication is about a “drug or biological” the 
recipient is taking and the remuneration received is 
reasonable, is made pursuant to an authorization, or 
is made by a business associate in accordance with its 
business associate agreement.

Last, while business associates and covered entities may 
continue to use/disclose PHI for fundraising activities, 
individuals must now be given a “clear and conspicuous 
manner” in which to opt out of receiving further 
fundraising communications.

Many of these new changes to HIPAA will be effective 
February 10, 2010, with a few changes to be effective 
later. More guidance is expected from HHS on many of 
these topics. However, business associates and covered 
entities should begin reviewing their existing contracts 
now and preparing to revise those contracts to reflect the 
new changes from ARRA, as these changes affect existing, 
as well as new, agreements. Business associates should 
retain legal counsel familiar with HIPAA regulations to 
ensure statutory compliance with the Security and Privacy 
Rules.  
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